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Note to Readers

This booklet highlights key elements of the ITIL Service Operation book, and 
includes commentary on important concepts from BMC ITIL experts. BMC 
commentary is highlighted in blue text. 

About the BMC Software ITIL Experts

We greatly appreciate the contributions of the following individuals:

Anthony Orr is BMC Software’s global best practice director for education services, 
responsible for the overall strategies for best practice education, including ITIL, 
ISO 20000, CoBiT, and simulations. He is currently a member of the APMG 
group ITIL Expert panel for V3 certification, vice chair of the itSMF Certification 
Committee, and a member of the EXIN ITIL Expert group. Orr has more than 
25 years of information technology experience. 

Ken Turbitt is global best practice director for BMC Software, with the primary role 
of assisting companies in aligning with best practices for IT services. Turbitt 
has been qualified as an ISEB ITIL Manager for more than 12 years and was an 
official reviewer of ITIL V3 Service Design book. Turbitt is a member of the 
Institute for the Management of Information Systems, British Computer Society 
(BCS), and itSMF.

Frederieke C.M. Winkler Prins is a senior product manager at BMC. She is a certified 
ITIL Master with more than 16 years of experience in the delivery of IT service 
management solutions to leading corporations and government agencies 
around the globe. She lectures regularly on the topic and co-founded Service 
Management Partners (SMP), recently acquired by BMC.
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Foreword

Service Operation is the fourth book in the lifecycle set of IT Infrastructure 
Library® (ITIL®) Version 3 (V3) publications. The book provides a comprehensive 
overview of service operation, where IT operations runs the business and 
where the customer feels the greatest impact of the IT organization’s efforts. 

Successful service operation requires effective planning, collaboration, a proactive 
approach to prevent issues from occurring, and a swift and effective problem 
management process. The Service Operation book assists readers in developing 
the best management practices so that the business and their customers are 
satisfied and receive the value they expected in the strategy and design phase. 

It is in the service operation phase that we know for sure if we have adopted 
the most excellent strategy, produced the best design, and conducted the 
most effective transition to live operation successfully, delivering that return 
on value. It is also here that the effects of improvement initiatives are actually 
felt by the business and customers.

Service operation brings service management to life for the business, as well 
as establishing accountability for the performance of the services, the people 
who create them, and the technology that enables them. This is where people 
who have been familiar with ITIL V2 will feel the most comfortable with ITIL 
V3 because they understand the value of technology.

Well-planned and implemented services will not give the required benefits 
if day-to-day operations activities are not properly conducted, controlled, and 
managed. Nor will service improvements be possible if day-to-day activities 
to monitor performance and to gather data are not systematically conducted 
during service operation.

In many ways, the ideal service operation environment is one in which services 
are delivered to the customer without incident. However, while stability is good, 
there is a balance to be struck to ensure that the operation isn’t stagnating. 
You must be able to respond to the changing needs of the business, while being 
cognizant of the current constraints, such as resources, costs, and technology.

The Service Operation book provides guidance on all aspects of managing the 
day-to-day operation of an organization’s IT services, or “business as usual,” 
as it is referred to in the ITIL publication. It contains guidance on the operational 
aspects of many processes, with a focus on incident and problem management. 
Also, for the first time, at the core of ITIL is advice on the organizational and 
functional structure. It emphasizes that all operations staff must be fully aware 
that they are there not just to manage the technology, but also to provide service 
to the customers and the business. 

This booklet gives an overview of service operation and provides commentary 
from BMC Software experts. The commentary includes practical guidance, as 
well as real-world examples. 

Vernon Lloyd, FISM (Fellow of the Institute of Service Management) 
International Client Director
Co-author of the ITIL Service Design book, by the Office of Government 
Commerce (OGC)
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Chapter  1

Introduction

Service operation encompasses the day-to-day activities, processes, and 
infrastructure that are responsible for delivering value to the business through 
technology. Service operation is the stage in the lifecycle of a service where 
value is realized for the customers, users, and supplier of the service. Just as 
most of us expect the lights to turn on at every flick of a switch, business users 
have become completely dependent on the functions provided by IT services. 

Think of service operation as a utility company responsible for providing the 
power that customers need to do their jobs. Without electricity, many activities 
would come to a halt. And without the processes put in place to ensure delivery 
of that electricity, the service would be unreliable. Utility companies must also 
be proactive, even when it means trimming trees to prevent outages that result 
when falling branches sever electric lines. Customers don’t care about all the 
technology that delivers electricity to their homes. They just want reliable service, 
when they need it, and at a fair cost. Similarly, IT must work to ensure that the 
underlying service delivery infrastructure is maintained to provide continuous 

value and service to their customers. This proactive work, coupled with the 
ability to detect and recover problems quickly if any disruptions occur, is the 
hallmark of effective IT organizations. Effective operations teams must first 
work to prevent problems, and then if an issue occurs, they can detect it from 
a user perspective and follow up with swift corrective action. 

Just as a utility company provides categories of services used by its customers — 
such as energy conservation programs along with the delivery of gas and 
electricity — IT offers a variety of services to its customers. The Service Operation 
book focuses on the well-planned, preventive, detective, and corrective capa-
bilities, functions, processes, and controls that need to be in place to provide 
continuous utility to the business. The book stresses the importance of measuring 
the experience from a user perspective instead of merely monitoring all of the 
discrete infrastructure components. 

The Service Operation book covers the concept of service management as 
a practice and how to deal with organizational responsibilities and provide service. 
ITIL defines service management as “a set of specialized organizational capa-
bilities for providing value to customers in the form of services.”1

 

The Service Operation book also reviews important processes and includes 
valuable templates in the Appendix sections to help guide you in those processes. 
In addition, the book includes a description of common activities based on the 
various groups within IT, many of which are summarized in this booklet. The book 
also provides recommendations for technology to help you run your operations 
more effectively. 

1	 ITIL® Glossary V3., 1.24, 11 May 2007, http://www.best-management-practice.com/gempdf/ 
ITIL_Glossary_V3_1_24.pdf. See Service Management.

Effective operations teams must first work to prevent problems. 
If an issue occurs, they can detect it from a user perspective 
and follow up with swift corrective action.
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Figure 1. ITIL Service Lifecycle Approach

The Introduction section provides a brief summary of the five publications in the 
ITIL Core: Service Strategy, Service Design, Service Transition, Service Operation, 
and Continual Service Improvement. ITIL follows a service lifecycle approach 
that represents a broad, all-encompassing view of service management, as 
shown in Figure 1. This approach focuses on gaining an understanding of the 
service management structure, the ways in which all of the components are 
interconnected, and how changes in one area may affect the whole system. 
The end result of each phase is a service package, which is then passed on 
to the next phase until the service is operational.

Summary of the ITIL books:

Service Strategy>>  encompasses the policies and objectives required to design, 
develop, and implement the lifecycle approach. 

Service Design>>  involves taking the service strategy, gathering service require-
ments from the business, and then determining which IT resources will 
provide the integrated services.

Service Transition>>  offers guidance about capabilities needed to move the 
new services and changes into the service operation phase.

Service Operation>>  offers guidance for efficiently delivering and supporting 
services to ensure customer satisfaction.

C>> ontinual Service Improvement focuses on an environment of learning 
and enhancement. 

Summary
IT needs to be integrated with the business. By following the principles of service 
operation discussed in the Service Operation book, IT can increase its role as 
a strategic asset of the business. IT can do this by supplying specialized skills, 
capabilities, and resources to support business outcomes. Integration with the 
business through collaborative efforts and a well-run organization helps the 
business become more effective, efficient, and economical in delivering services 
and entering into new opportunities through innovation with IT. That will help 
IT operations deliver the “power” its customers need to be successful.

Be sure to review the Appendix sections of the book. A glossary is included following the 
Appendix sections, but you can also use the electronic version of the ITIL Glossary at: 
http://www.best-management-practice.com/gempdf/ITIL_Glossary_V3_1_24.pdf. The 
Appendix sections provide useful guidance on the following:

Appendix A. Complementary Industry Guidance >> — Discusses COBIT, ISO/IEC 20000, 
Capability Maturity Model, Balanced Scorecard, Quality Management and the  
OSI Framework.

Appendix B. Communication in Service Operation >> — Refers to routine communication, 
the communication between shifts, and performance reporting. It also covers com-
munication related to projects, changes, exceptions, emergencies, and with users 
and customers.

Appendix C. Kepner and Tregoe >> — Includes guidance to explain how to define problems, 
and to establish, test, and verify their cause.

Appendix D. Ishikawa Diagrams >> — Shows how to identify and present causes of  
a problem on a chart.

Appendix E. Detailed Description of Facilities Management >> — Provides guidance 
related to building management, equipment hosting, power management, and 
related areas. 

Appendix F. Physical Access Control >> — Reviews access control devices.
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Regardless of whether IT services are provided internally or externally by service 
providers, the IT organization is ultimately responsible for bringing together 
the relationships, knowledge, and methods necessary to deliver these services 
in the service operation phase of the IT service management lifecycle. According 
to ITIL, an IT service is “a service provided to one or more customers by an 
IT service provider. An IT service is based on the use of information technology 
and supports the customer’s business processes. An IT service is made up 
from a combination of people, processes, and technology and should be defined 
in a service level agreement.”2

Service Operation Delivers Daily
The service operation phase encompasses the day-to-day coordination, organiza-
tion, and management of all the people, processes, and technologies required 
to provide services to clients, whether the clients are business users or custom-
ers outside of the company. Service operation takes all of the work accomplished 
in the service transition phase and uses it to start providing services to customers, 
keeping services functioning indefinitely until the business requirements change 
and the service must be modified or retired. 

2	 Ibid. See IT Service.

Chapter  2

Service Management  
as a Practice

All of the assumptions and planning for value creation from the earlier lifecycle 
stages are proven correct or incorrect in the service operation stage, when value 
is realized. That’s why it’s important to work closely with those responsible for 
service strategy, service design, and service transition, so there are no surprises 
when you put the services into production. 

The services are delivered through the IT infrastructure and by people, just 
as the services of a utility company are delivered through the company’s infra-
structure — meters, pipes, and power lines — as well as the people that support 
these efforts. In service operation, as in all of the other lifecycle phases, under-
standing and taking action based on the customer perspective is essential. 
Just as the power company would make every effort to get power turned on 
after an outage, your customers would expect the same level of effort for 
their services.

Anticipating Operation Costs and Providing Business Value 
The stages in the ITIL service lifecycle include the planning, design, or improve-
ment of existing and new services. All of those assumptions, plans, methods, 
and timelines are tested in reality during service operation. Once the service 
is functioning, it is at the only point in the lifecycle where it actually provides 
value to the business. If you think about the utility analogy, service transition 
is the process responsible for making sure that the power gets from the utility 
lines to your home. Service operation begins when you turn on the lights.

In the strategy and design phases of the service lifecycle, it’s easy to anticipate 
the cost of project-related expenses. But many organizations face a challenge 
in anticipating the cost to support the continuous operation of a particular service. 
Often, after a service is up and running, whether it’s new or modified, the 
business views the service as part of business operations. In other words, 
the service becomes part of the basic tool set the business needs to do work. 

It’s important to work closely with those responsible for service 
strategy, service design, and service transition, so there are no 
surprises when you put the services into production.
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Customers may take the service for granted until there’s an outage. The IT 
organization struggles when asked to deliver new and more services, which 
require support from staff, as well as the tools, knowledge, and capabilities 
needed to perform the support. Those increased demands on the IT organization 
usually mean that IT needs larger budgets, or more automation technology.

Service Operation Processes and Functions
The Service Operation book introduces the following service operation processes 
in Chapter 2 and addresses them in more detail in Chapter 4:  

Event management>>

Incident management>>

Problem management>>

Request fulfillment>>

Access management>>

Service operation delivers four main functions: 

The >> service desk is the central point of contact for all of the clients and users 
of IT services. People call the service desk if there is an outage, a request 
for something new (such as a printer installation), or if a change is needed. 
The service desk coordinates and routes the request.

Technical management>>  knows what resources the IT organization has at 
its disposal. Getting the right people involved in the design, testing, and 
improvement of IT services makes the job of IT staff easier in the service 
operation phase. 

Long-term incremental improvements, such as deploying new tools 
or reconfiguring the infrastructure, are important considerations 
for service operation.

Operations management>>  includes scheduling all activities and managing all 
the resources. Operations is responsible for routine IT tasks, such as system 
administration, and preventive and monitoring activities. 

Application management>>  maintains applications and provides technical support, 
as well as subject matter expertise throughout the application lifecycle.

Service operation is crucial to keeping services up and running. The business 
quickly embraces new services and perceives them as a given. That’s why it 
is difficult to obtain budget increases for additional services, even when a service 
offering has expanded and the budget increase seems justified. Take, for example, 
a leading museum in the United States that is struggling with a similar budgetary 
issue. The museum staff has no problem raising funds for new buildings and 
special exhibitions, yet has a serious lack of maintenance funding and has been 
forced to close one of the buildings because the roof was unsafe. The staff 
is considering a proposal to dedicate a percentage of each gift to cover the 
maintenance and upkeep of the facilities, even if these gifts are earmarked for 
an exhibit or a new building. 

Summary
This chapter reviews service management and provides examples for opti-
mizing service operation performance. It explains how long-term incremental 
improvements, such as deploying new tools or reconfiguring the infrastructure, 
are important considerations for service operation and are addressed in the 
Continual Service Improvement book. Short-term improvements, such as tuning, 
workload balancing, and training are discussed in the Service Operation book, 
and expanded upon in the ITIL Continual Service Improvement publication. 
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The service operation team is responsible for providing services — including 
all of the processes, activities, or functions that deliver them — at the best 
quality and lowest price. The team must guide the support services and func-
tional components of those services. Clearly defining the roles of every part 
of the organization that contributes to providing each service can help you 
get control. Yet service operation is often a balancing act between competing 
factors, such as change and maintaining the status quo. It requires balancing 
IT and business perspectives; stability and responsiveness; quality and cost 
of service; and being reactive or proactive. 

When following effective service operation principles, you can deliver more value 
to the business by managing IT from a business perspective, an approach 
known as Business Service Management (BSM). ITIL defines Business Service 
Management as “an approach to the management of IT services that considers 
the management of business processes supported and the business value 
provided. The term also means the management of the business services 
delivered to business customers.”3

3	 Ibid. See Business Service Management.

Chapter  3

Service Operation Principles

Balancing Change with Stable Service Operation
The business asks IT to perform two essential activities: projects within the 
portfolio, and operations of those services for the specific projects. To success-
fully implement projects, you need to implement changes, whether they 
are organizational, technical, or procedural. Service operation is all about 
achieving this balance, which is the key to stability. Any change is associated 
with an accompanying risk. 

There may be a conflict between the IT view and business view. On one hand, 
the business wants to remove constraints, drive new value, and create new 
opportunities through services. On the other hand, the business may assume 
that IT can accomplish that objective without affecting the reliability of the 
existing services. 

That conflict plays out in the transition of services, primarily change manage-
ment. The health of the change management process determines the overall 
ability of IT operations to embrace as much change as the business requires. 
IT operations must manage knowledge related to the change, and control 
communication, while remaining stable during all changes.

In the example of the utility company, operations must maintain uninterrupted 
service to customers, even while adding or upgrading technology, equipment 
or a large volume of customers. The business view is that customers are con-
tinually provided with better, more comprehensive services, while the IT view 
is ensuring that the upgrades don’t overwhelm the current systems, leaving 
customers in the dark. 

Consider Both Perspectives: Internal IT and External Business
The business focuses on the end results of the service and the value and utility 
it provides. IT has a fundamentally different view of all the pieces and parts 
required to provide the service.

The external view of IT is influenced by the experience the customer, or business, 
has with the services it provides. The customer is not concerned with the brand 
of server, the manufacturer of equipment, or the color of the cables in your 
data center. Instead, the business cares about the business constraints that 
the service eliminates or the value it provides. The business wants to know, 
“Can I get more done at a lower cost, faster, or better because you gave me 
this service?”
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The internal view of IT is how IT sees all the pieces and subcomponents and 
the infrastructure dependencies that are necessary to provide the end business 
service. A business service is often composed of many discrete components — 
strategic assets to the overall business — be it servers, switches, routers, 
cables, and a variety of software applications. These all combine to deliver 
one service or many services. 

Coordinate Processes for Greater Stability and Responsiveness 
The real key to balancing stability and responsiveness lies in coupling both service 
transition and service operation processes — such as change, incident, and 
problem management — and in effectively driving down the amount of unplanned 
operational work. For example, whenever an unplanned outage happens, people 
drop what they’re doing and restore service. They drop planned work, which 
is typically project-related work or activities to prevent additional outages. 
A spiral begins: the more you fight fires, the more time you spend putting out 
new ones. And the fact that you’re lighting some of your own fires and you’re 
implementing urgent changes as part of your firefighting activities means that 
these changes have been less tested and carry more risk. 

The earlier you are in the lifecycle, the lower the cost of defect repair. The 
quicker you can get changes or enhancements to services into the service 
strategy and service design processes, and then flow through service transition 
before they get back into operation, the better you can ensure that defects, 
bad ideas, or problems are identified before they are put into production. 
Once in production, the cost of fixing them is typically high, both in terms of 
dollars and disruption to the business, and in terms of how the business views 
the reputation of IT.

Consider auto manufacturers, for example. If they catch a defect on the assembly 
line, it’s more expensive to fix than catching the problem while it’s still on  
a drawing board. However, if they can catch it before it hits the end of the 

The more you fight fires, the more time you spend putting out new 
ones. And, the fact that you’re implementing urgent changes means 
these changes have been less tested and carry more risk.

line, that’s still far more desirable than catching it when it’s out to customers. 
Recalls are far more expensive than remedial repairs. How can you guarantee, 
based on the risk of the activity you propose, that the right amount of scrutiny 
is placed on it at the beginning of its life, before it becomes something that 
consumes everybody’s energy in production?

The following represents some actions that will help an organization achieve 
a better balance between stability and responsiveness:

Invest in technologies and processes that are adaptive, rather than rigid.>>

Enlist input from service operation during the ongoing design and transi->>
tion phases.

Ensure that IT is involved as early as possible in changes that impact the >>
business and initiate these changes at the earliest applicable stage in the 
lifecycle. There is little point in designing a change to a service if operations 
cannot support it. The ability to support a service needs to be known at 
the start.

The transition phase does not “throw the service over the fence when it is >>
implemented,” but works with operations for a defined period before fully 
handing it over to the next phase.

Quality of Service Versus Cost of Service 
A big challenge for service operation is to consistently deliver services while 
controlling costs and resources. Early in the service lifecycle you typically can 
spend less money and get a much greater return. Later, when the service is in 
production, more money, time, and effort will be required to increase the per-
formance or availability of the service. Focus on improving the service before 
it’s in production to save money and increase credibility. 

There must be a delicate balance between a focus on cost and quality. If you 
have an extreme focus on quality, you’re subject to escalating budgets and 
increasing demands for higher-quality services. You wind up delivering more 
than is necessary to achieve business objectives. If you have an extreme focus 
on cost, then the quality of service might be limited and the business may try 
to get even more services for less than IT can provide. 
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A set of financial management tools and processes can help you account for 
what it will cost to provide a service. Make sure you view all improvements in 
light of what the business needs to provide or what it needs IT to provide. 

Take some of your cues from the Agile software development approach, which 
is used to expedite the development of software. This involves prioritizing what 
should be in the new release and then picking the highest priority for your first 
phase, such as in two weeks. Cut everything into two-week increments. Make 
an improvement, document it, and do the quality assurance review. This approach 
will give you greater control over quality. It may not have all the pieces, but the 
highest-priority features will be there. This approach addresses cost, quality, 
and timing. If you don’t follow this approach, it can take too long to accomplish 
your objectives and you’ll miss out on competitive opportunities.

Is Your Organization Reactive or Proactive? 
The Service Operation book recommends proactively maintaining IT services. 
However, achieving this objective is based on the maturity of your IT organiza-
tion and whether your culture can support innovation, or is more likely to resist 
change. This can also be impacted by IT’s influence over the business and 
a variety of other factors. 

Reactive organizations are prompted by external influences, whereas proactive 
organizations continuously scan their environment for threats to reliability and 
productivity and new innovations that apply to services. ITIL says that an organi-
zation’s maturity largely determines how reactively or proactively an organization 
behaves. High-performing organizations focus on being preventive, but if you 
can’t prevent problems, you must be able to detect and correct them very quickly. 

Reactive organizations usually focus all their efforts on corrective actions and do 
not focus on preventive activities. Being proactive also entails making proposals 
to the business about new services or improvements to existing services that 
contribute to the bottom line. Improvement might be from cost savings or new 
services that help the company differentiate itself from competitors.

Proactive organizations tend to rely on a system of preventive, detective, and 
corrective controls to automate functions and direct their activities. These 
controls help improve efficiency because they save time and reduce the risk 
of errors associated with manual processes.

Reactive organizations tend to rely on massive corrective capabilities, which are 
much more expensive. As a result, reactive organizations tend to have greater 
expenses and greater unplanned work, which also means they tend to have 
problems completing projects. A reactive utility company may focus its efforts 
on perfectly executing well-practiced crisis strategies, such as restoring power 
after a major storm, equipment malfunction, or other accident. However, overall 
work suffers because so much effort is spent during these short bursts that time 
must be given for employees to recover and planned projects to be restarted. 

Yet, it is a good practice not to be extreme in being reactive or in being too 
proactive. Being extremely proactive may cause an organization to modify 
services that don’t need to be fixed based upon the service your customer is 
expecting. This will increase the organization’s total cost of ownership without 
adding any business value — only IT perceived value. An extremely proactive 
utility company, for example, may focus too much on perfecting the minor 
details in operational systems and programs. This can cause unnecessary 
effort and the organization might be unprepared for a major unforeseen crisis. 

Staff Involvement and Operational Health
The IT operations staff should have input into the strategy, design, and transition 
phases of services to help establish the performance and evaluation criteria 
that will be used to judge the success of services. If the people who operate 
the services do not define what they consider to be important priorities, then 
the specifications and criteria will come from the strategy, design, or transition 
teams, and will not reflect the real operating environment. The people on the 

Proactive organizations tend to rely on a system of preventive, 
detective, and corrective controls to automate functions and 
direct their activities.
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service operation team generally have the best idea of the impact the proposed 
changes may have on the new service and on the existing operational environ-
ment. They also understand the effect those changes will have from a cost, 
technology, and performance standpoint.

This chapter also reviews how to assess the operational health of the IT infra-
structure by checking systems for problems that do not immediately impact 
the vital signs of the infrastructure. ITIL refers to this as a self-healing system. 
For example, this is where resilience is designed and built into the system. Such 
a system can let you shift processing from one physical device to the next 
without disrupting a service, such as through virtualization. Another example 
of self-healing involves using built-in monitoring to detect events and deter-
mine which ones are normal and which ones can be automated by event 
management solutions. An additional example includes being able to raise an 
alert or generate an incident. 

Document to Increase Efficiency 
It’s useful for the IT operations team to participate in defining run books and 
maintenance manuals for any process the team is responsible for, such as 
change management or incident and problem management. By documenting 
the steps they need to perform during frequently occurring situations, the 
operations staff can save a lot of wasted effort. In addition to maintenance and 
planning documents, the operations staff should create documents that address 
business continuity, IT service continuity, and availability management. Anytime 
the service portfolio or the catalog is modified, the operations staff should be 
involved in the review process. 

People on the service operation team generally have the best 
idea of the impact the proposed changes may have on the new 
service and on the existing operational environment.

The Importance of the CMS
The Service Design book refers to a Configuration Management System 
(CMS), which includes tools, as well as databases, such as a Configuration 
Management Database (CMDB). The CMS is used to manage configuration 
data and information pertaining to incidents, errors, changes, releases, and 
other data, and is used in all IT service management processes. Knowledge 
is stored in the CMDB, which should serve as a single source of accurate 
information about your infrastructure.

One way to capture and automate knowledge is through Business Service 
Management (BSM) workflows. BSM workflow solutions, also known as run 
book automation, enable you to streamline IT operations by automating routine, 
labor-intensive, error-prone tasks and by leveraging systems, applications, and 
tools across silos. Managing across silos is a key focus of service operation.

Summary
This chapter discusses basic principles of service operation. Effective service 
operation enables you to manage IT from a business perspective, also called 
a BSM approach. As you manage IT from a business perspective, keep in mind 
the business view of IT is in terms of the value the service provides, not in terms 
of the individual infrastructure components.
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This chapter provides a detailed discussion of the following service  
operation processes:

Event management>>

Incident management>>

Request fulfillment>>

Problem management>>

Access management>>

Change management, capacity and availability management, and release and 
configuration management processes are primary processes in both service 
design and service transition, but are actually executed by the IT operations 
staff. These processes are discussed in more detail in the ITIL Service Design 
and Service Transition books.

Chapter  4

Service Operation Processes

Event Management
ITIL provides the following definitions for the terms “event” and “event  
management”: 

Event>>  — “A change of state which has significance for the management of 
a configuration item or IT service. The term event is also used to mean an 
alert or notification created by any IT service, configuration item or monitoring 
tool. Events typically require IT operations personnel to take actions, and 
often lead to incidents being logged.”4

Event management>>  — “The process responsible for managing events 
throughout their lifecycle. Event management is one of the main activities 
of IT operations.”5

Chapter 4 in the Service Operation book provides an overview of how events are 
communicated, detected, and filtered. Filtering is used to determine whether 
to communicate an event or ignore it based on the significance of the event. 
The chapter discusses how to identify events that signify regular operation, 
an exception, or whether something is unusual, but is not an exception. 

A mature event management process that includes documentation for the 
operators on how to handle each type of event prepares the way for service 
automation. Service automation enables IT organizations to eliminate manual 
or repetitive well-defined processes, tasks, or activities. When you have the 
tools to automatically complete the handling of instructions to deal with a certain 
type of event, you can free up time for the operators to work on the other events, 
or more involved problems.

4	 Ibid. See Event.
5	 Ibid. See Event Management.

Service automation enables IT organizations to eliminate manual 
or repetitive well-defined processes, tasks, or activities. 
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Business Value
The event management process, as shown in Figure 2, monitors operations 
and detects exceptions that could lead to a failure, an impairment of services, 
or a problem for other processes, such as security management or compliance. 
The detection of such exceptions helps IT operations ensure the availability 
of IT systems and services. 

Interaction with Other Processes
Event management is an integral part of other processes and the service 
management lifecycle. In particular, event information can assist your availability 
management and capacity management efforts. Event management can tell 
you when your disk drives are getting full before they are full, for example, 
providing time to avert an outage of service before impacting the customers. 

Key Factors to Keep in Mind
As you implement or fine-tune event management in your organization, pay 
attention to the following:

Correlation capabilities>>  — Your event management system should include 
event correlation capabilities, or the ability to identify the relationships among 
events. For example, sometimes a failure of one device will cause, or appear 
to cause, other failures throughout the infrastructure, creating what is called 
a notification storm. A classic example would be a switch that fails, and as 
a result, everything connected to that switch will fail and will not be moni-
tored. IT would then receive a high number of notifications, because each 
failure is viewed as a discrete event. Instead of creating a thousand separate 
incident tickets in your system, the correlation engine creates only one ticket 
and notes on which systems are affected. This can only occur when you 
have configuration management in place to understand the connectivity 
relationships up and down the service chain.

Event reviews>>  — Operations managers should perform event reviews to 
make sure that only the events that should be created are created. The event 
review process also includes evaluating the completeness and accuracy 
of the handling instructions for each type of event, and requests updates 
when necessary.

Outage review>>  — The operations manager should also perform an outage 
review periodically. During the outage review, the operations manager verifies 
that the outages in the infrastructure that are monitored by network and 
system management tools have actually led to the creation of events. If that 
is not the case, the operations manager should submit a request for change 
to rectify the situation. This is also part of continual service improvement.
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Metrics>>  — Be sure to review the types of metrics that are discussed in 
Chapter 4 of the Service Operation book to measure the efficiency of the 
event management process. For example, this includes determining the 
number of events by category and significance. ITIL also recommends 
measuring the number and percentage of events requiring human inter-
vention that resulted in incidents or changes, which were caused by existing 
problems or known errors, or were repeated and duplicated. 

Mature IT organizations should go beyond typical event management. For 
example, a large utility company needed to improve the availability of its appli-
cations and supporting infrastructure while providing better access to services 
for its customers. The company initially addressed the challenge by using event 
management and system performance monitoring of components. However, 
the IT organization realized it wasn’t feasible to monitor all of the components 
that enable every Web-based application and related services. For example, 
a firewall rule wasn’t typically considered a monitored item, but it was still an 
essential component for online service. A change to a firewall rule could have 
an impact on the service. As a result, the company decided to automate the 
process as well. The end-user transaction monitoring tools were used to repli-
cate user activities. This approach enables IT to always know where a service 
is available. When the services become unavailable, IT operations is notified 
by the transaction monitoring tools, and the company can intervene quickly and 
solve the problem. This proves that IT should no longer look at infrastructure 
outages alone, but should also look at the impact on the services that the 
customers and users access.

Incident Management
ITIL provides the following definitions for the terms “incident” and  
“incident management”: 

Incident>>  — “An unplanned interruption to an IT service or a reduction in 
the quality of an IT service. Failure of a configuration item that has not yet 
impacted service is also an incident. For example failure of one disk from 
a mirror set.”6

Incident management>>  — “The process responsible for managing the lifecycle 
of all incidents. The primary objective of incident management is to return 
the IT service to users as quickly as possible.”7

6	 Ibid. See Incident.
7	 Ibid. See Incident Management.
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Business Value
The process flow for incident management is shown in Figure 3. The goal of 
incident management is to reduce the amount of time that systems are impaired 
or to reduce the time that the business is exposed to any disruption if there 
is an outage. The business cannot derive value from a service that is not func-
tioning. With the help of service level management, incident management also 
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focuses IT resources on business priorities. If an outage occurs in a service 
that’s a business priority, then you know to move IT resources from what they’re 
doing to fix the outage that has the greatest impact on the business.

Interaction with Other Processes
The incident management process interfaces with the following processes in the 
ways described below. 

Problem management>>  — Incidents could be symptoms of a problem. Incident 
management must share data with problem management, to understand 
the context of a problem and who is affected. 

Configuration management>>  — Configuration management provides the 
logical model of what’s connected to something and what’s dependent 
on something. Incident management depends heavily on the ability to  
go through a configuration management system to determine where to 
start troubleshooting. 

Change management>>  — After an incident has been diagnosed, the corrective 
action to restore that service could require a change to the infrastructure. 

Capacity management>>  — When necessary, capacity management provides 
workarounds for the incidents.

Availability management>>  — Incident management information is used to 
identify how the incident lifecycle can be improved and to determine avail-
ability of the IT services.

Service level management>>  (SLM) — Incident management helps SLM identify 
measurable responses to disruptions in service and provides reports for 
reviewing SLAs.

Key Factors to Keep in Mind
As you implement or fine-tune incident management in your organization, pay 
attention to the following:

Early detection>>  — Your users should not be your incident detection mecha-
nism, but in many organizations, end users detect more than 70 percent 
of issues. Design monitoring systems to detect these issues from an end-
user’s perspective. 

Knowledgebase>>  — When you have an accurate source of information about 
any known error or problem, as well as a workaround, then you can start 
resolving issues on the first call, rather than three or four calls later. 

Integration of incident with configuration management>>  — You need to under-
stand how things are connected and their dependencies, as well as the 
history of infrastructure components, in order to see the records of all the 
past failures of that component. IT should work incidents and problems in 
the order of their likely cause and impact. Start by ruling out recent changes.

Service desk>>  — Hire service desk agents who have good customer service 
skills, since they will be communicating with customers reporting incidents.

Be sure to identify timescales for incident handling stages based on responding 
and resolving them within the SLAs. This chapter of the Service Operation 
book also reviews what should be included in the incident models, such as 
steps for handling the tickets, responsibilities, escalated procedures, thresholds, 
and timescales. 

The chapter covers how to identify an incident, log it, categorize it, and prioritize 
it. It provides an example of a simple priority coding system based on low, 
medium, and high priorities, with a target resolution time for each priority code. 
It also includes a detailed process for determining an escalation procedure and 
investigating, diagnosing, resolving, and recovering incidents. After an incident 
is closed, it’s important to carry out a user satisfaction survey on a percentage 
of incidents to help provide insight into how satisfied customers are with 
their service. 

Request Fulfillment
ITIL provides the following definition for the term “request fulfillment”:

Request fulfillment>>  — “The process responsible for managing the lifecycle 
of all service requests.”8

Some organizations may manage request fulfillment as a particular incident. 
While incidents refer to unplanned events, keep in mind that a service request 
is something that can and should be planned. 

8	 Ibid. See Request Fulfillment.

Be sure to identify timescales for incident handling stages based 
on responding and resolving them within the SLAs.
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Many organizations implement self-service capabilities for frequently requested 
IT services or provisioning. By looking at all of your service desk tickets, you 
can determine what people request most often and then you can build processes 
for the most common needs. The request fulfillment process helps keep all of 
those requests out of your incident log. 

Business Value
Request fulfillment is valuable to the business because it provides the opportu-
nity to quickly and effectively access standard services.

Interaction with Other Processes
The request fulfillment process interfaces with the following other processes: 

Service desk/incident management>>  — Most requests might be submitted 
through the service desk. Other requests might at first be managed through 
the incident management process.

Release, asset, and configuration management>>  — When a request is for 
a component that can be deployed automatically, the component must be 
designed, built, and tested in the release process. After deployment, the 
component should be added to the CMS.

Key Factors to Keep in Mind
To measure your request fulfillment process, you first need a general idea of 
how many requests for service you receive. This way, you can judge whether 
you’re receiving more or fewer requests and whether you need to allocate more 
resources. You’ll want to know where all of the service requests are in their 
lifecycle. How many of them are logged, how many are being worked, and 
how many are closed? It’s also useful to know the depth of your backlog for 
different kinds of requests. In addition, request fulfillment can help change 
management become more efficient in responding to low-impact changes to 
the IT environment.

Request fulfillment needs to be synchronized to change management for low-
impact, routine changes and to serve as a tool for normal changes. This can 
help eliminate constraints with a change management process that requires 
all changes to go through all activities within change management. Change 
management, after determining what changes are of a low-impact and routine 
nature, can then review the changes to make sure that the impact continues to 
be low. For normal changes, the request fulfillment system can help standardize 
the creation of requests for change.

Consider these costs. How much does it cost your enterprise when an employee 
calls to request a new computer, a telephone, an Internet connection, or access 
to an application? One service desk team estimated that it receives 1,800 calls 
a week from people submitting or checking on the status of these requests. 
The cost was about $325,000 a year. And that’s just for one-off requests. What 
does it also cost when a new employee comes on board, and dozens of requests 
have to be submitted for office space, furniture, equipment, supplies, training, 
ID badges, and access to IT services? What about when an employee transfers, 
gets promoted, or leaves the company? All these requests are in addition to 
the usual calls for assistance with hardware or software issues, password resets, 
and additional hardware or software. 

IT organizations spend time and money performing manual interactions, obtain-
ing approvals, coordinating tasks across various groups, shuffling paperwork, 
and dealing with process inconsistencies among the different types of requests. 
Throwing people at the problem doesn’t help; it only drives costs up further 
and adds the potential for miscommunication and errors.

Fortunately, there is a solution to this problem. It lies in streamlining and standard-
izing work request processes and implementing service request management 
(SRM) software that automates those processes and lets end users submit 
and check on requests without calling the service desk. If you have IT service 
management applications to address change, release, configuration, incident, 
problem, and asset management, then an SRM solution can act as a front end. 
It would pass requests to the appropriate application and associated workflows 
through multiple applications. For example, if a user requests an update for a 
desktop computer, the SRM solution should pass the request to the change 
management application and monitor the progress through the change process, 
as well as through the process of updating asset information wherever it resides.

How much does it cost when an employee calls to request a new 
computer, an Internet connection, or access to an application? 
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If you have a configuration management database (CMDB), then integrate your 
SRM solution with it to leverage CMDB data. You should also integrate your 
SRM software with service level agreement (SLA) applications, to ensure that 
service fulfillment occurs within agreed-upon time frames. The ability to roll 
up information pertaining to service fulfillments and integrate this capability 
into costing systems enables you to calculate total service fulfillment costs 
and determine if the price charged for a service covers the actual cost. It’s 
important that the requestor be able to select standard, approved services from 
the service catalog.

Problem Management
ITIL provides the following definition for the terms “problem” and  
“problem management”:

Problem>>  — ”A cause of one or more incidents. The cause is not usually known 
at the time a problem record is created, and the problem management 
process is responsible for further investigation.”9

Problem management>>  — ”The process responsible for managing the lifecycle 
of all problems. The primary objectives of problem management are to prevent 
incidents from happening, and to minimize the impact of incidents that cannot 
be prevented.”10

Figure 4 illustrates the problem management process.

9	 Ibid. See Problem.
10	Ibid. See Problem Management.

The ability to roll up information pertaining to service fulfillments 
and integrate this capability into costing systems enables you to 
determine if the price charged for a service covers the actual cost.
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Business Value
The value of problem management to the business is to ensure service availability 
and quality. By applying many of the ITIL principles of effective problem manage-
ment, your organization can increase availability and reduce the time spent 
on firefighting. 
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The availability and reliability of services should increase as a result of effective 
problem management, so that the applications and services provide continuous 
value to the business instead of interrupted value. Even minor incidents may 
have a big impact to the business if they occur frequently, taking up a significant 
amount of resources to resolve each occurrence. For example, the utility com-
pany that has found a balance between being proactive and reactive is best 
poised to address problems as they develop. The power that customers need 
to do business is uninterrupted, because the utility is not bogged down in details 
and is not overwhelmed by problems and outages. 

Understanding who is affected, how they are impacted, and quantifying the 
cost can help you understand the overall impact of an outage on the business. 
You may need business input to determine the true cost and constraints to 
the business.

Interaction with Other Processes
The problem management process interfaces with the following other processes: 

The financial management process that is part of the service strategy phase >>
of the service lifecycle

The availability management, capacity management, and IT service continuity >>
processes that are part of the service design phase of the service lifecycle

The change management, configuration management, and release and >>
deployment management processes that are part of the service transition 
phase of the service lifecycle

The service level management process that is part of the continual service >>
improvement phase of the service lifecycle

Key Factors to Keep in Mind
As you implement or fine-tune problem management in your organization, keep 
in mind the following:

Integrated tools>>  — Efficient problem and incident management requires tools 
that give you basic linkages, not only between incidents and problems, but 
also between your configuration and change management processes. 

Integrated team>>  — Train your staff and put in place an effective process by 
which your first, second, and third lines of support see each other as part 
of a larger team rather than separate factions. 

This chapter of the Service Operation book outlines how to log, categorize, and 
prioritize problems. When prioritizing, consider the severity of the problem, 
based on how long it will take to fix a problem, what skills are involved in fixing 
it, the extent of the problem, and so on. This section also goes into detail out-
lining problem investigation and diagnostic approaches, such as a chronological 
analysis, pain/value analysis, brainstorming, and other approaches. 

Problem management encompasses the processes and activities required 
to determine the root cause of incidents and to come up with workarounds 
and proposals to fix those problems in a structured manner. Remember that 
multiple incidents may be attributed to one problem. Problem management 
is both a reactive and a proactive process. In addition to determining the root 
cause of the incidents, you should determine how you can detect the cause in 
the future — understand where else these conditions exist — so that you can fix 
the conditions before an issue occurs. 

Problem management plays an important role in supporting incident manage-
ment and change management. Problem management reacts to user incidents 
and is proactive by solving problems before users experience any incidents. 
The data that is collected in the known error database should support incident 
management. Problem management also supports the service transition phase 
of the lifecycle by submitting requests for changes to change management. 
This is done after determining the root cause related to failures or probable 
failures within the IT infrastructure for services that the business has promised 
to deliver to its customers. A successful problem management initiative will 
help other processes by taking a more holistic view of probable errors in the 
IT infrastructure for the delivery of services.

You’ll need to manage the information associated with problem management. 
The CMS contains all of the information about the relationships between dif-
ferent infrastructure components. It is the authoritative resource for problem 
managers when they are determining the root cause of incidents — running 
down hypotheses of the causal factors, understanding the relationships between 
various incidents, and trying to correlate whether the incidents are related to 
a single problem. 
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This chapter reviews metrics to consider when evaluating problem management 
in your organization. Look at the total number of problems caused by failed 
changes. Also, look at the total number of problems caused by unauthorized 
changes, and the total amount of unplanned work generated by problems. 

How important is application problem management? Well, according to one 
industry study, software defects cost the U.S. economy about $60 billion annu-
ally, primarily because of the impact on business availability and performance. 
This figure includes the labor cost to find and fix those problems. The study also 
reports that 80 percent of the time spent in managing an application lifecycle 
is spent fixing defects. To reduce these costs, strive for proactive and timely 
problem detection, coupled with automated problem isolation. That approach 
calls for the right combination of software and processes. 

Access Management
ITIL provides the following definition for the term “access management”:

Access management>>  — “The process responsible for allowing users to make 
use of IT services, data, or other assets. Access management helps to 
protect the confidentiality, integrity and availability of assets by ensuring that 
only authorized users are able to access or modify the assets. Access manage-
ment is sometimes referred to as rights management or identity 
management.”11

Business Value
Access management delivers business value by controlling access to services, 
making sure that employees have the right level of access to do their jobs, 
providing the ability to audit services, and making it easy to revoke rights when 
necessary. This can be particularly important when dealing with regulatory 
compliance issues.

A Successful Access Management Program
Access management is a preventive control; it’s like the utility company setting 
up systems so that customers don’t lose power, even when problems are 
occurring at the source. It’s valuable because, if you can’t control access to 
which services your employees have, it’s very difficult to attest that you have 
a system of controls around key financial systems and reporting systems. Access 

11	Ibid. See Access Management.

management helps enforce separation of duties. Inappropriate access rights 
might keep employees from having access to services they need to actually 
do their jobs, resulting in lost productivity. Too much access may result in 
compliance issues and/or unauthorized changes. 

Interaction with Other Processes
The access management process interfaces with the following other processes: 

Human resources>>  — Human resources can help confirm users’ identities and 
whether they have permission to access the requested services.

Information security management>>  — The security and data protection policies 
and tools needed for access management will come from information 
security management.

Change management>>  — A request for access to a service is a change and 
should be routed through a change management process.

Service level management>>  — The agreements for access to services are 
maintained by the service level management process. The agreements 
include information such as the criteria for access, the cost of access, and 
the level of access granted to users.

Configuration management>>  — Access details can be stored in and retrieved 
from the CMS.

Key Factors to Keep in Mind
As you implement or fine-tune your ability to verify identity as part of access 
management, keep in mind the following:

Repeatable process>>  — You need a consistent, repeatable process to verify 
that users have the right to get the access they’re requesting. The more 
formal and structured the process, the fewer phone calls and activities 
required to resolve the request or the request for change. 

Access management delivers business value by controlling 
access to services, making sure that employees have the right 
level of access to do their jobs, providing the ability to audit 
services, and making it easy to revoke rights when necessary.
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Centralization>>  — Having a centralized ability to manage user profiles and 
requirements is crucial. Some organizations have service desk people who 
can process access requests or have a centralized person designated by 
security and by the service desk to handle those requests and liaison with 
HR and managers. Access management doesn’t require very many employees, 
but it can be a full-time job.

Access management should be built into HR and finance processes. “New hires, 
terminations, and promotions are all triggers for access management. Job and 
role descriptions should include information about application access. Then, 
when new employees begin work, for example, their role descriptions tell IT the 
application access rights that employees should be granted. Information security 
is responsible for developing policies with HR, so that access is monitored and 
the policies are protected. Finance processes should be included to ensure 
that approvals based on access and costs are covered.

All access changes should be tied to a request for change. Some requests might 
be pre-approved and some might require management approval and routing. 
One approach is to use a service request for new access and change requests 
for modifications to existing access, because changing somebody’s rights can 
affect services in systems. 

Several metrics are key in effective access management. Look at a broad number 
of access requests. How many are new and how many are modifications or 
requests for change? How much access is being granted and for what purpose 
is this being granted? Look at the roles of the people requesting access. How 
many of those people are super users or have administrative access? Those 
are usually low-volume requests, so a sharp increase should trigger an audit to 
understand the increase. Knowing the number of password resets is also useful. 
Requests for password resets are generally the most common call to the service 
desk, so you can achieve significant savings by automating this process. 

Identity management systems manage and maintain a wealth of user identity 
information of considerable value. Implementing identity management solutions 
with a Business Service Management (BSM) approach greatly increases the 
capabilities and value of BSM solutions in that environment, as well as those 
of the identity management solution. A BSM approach, as discussed earlier 

in this booklet, makes it possible to manage IT based on business priorities. 
BSM focuses on automating the management of technology and IT process 
workflow to deliver greater business value.

To enable IT to realize the most value from identity data, the identity manage-
ment solution should be integrated with the other solutions in the environment. 
This integration should be provided out of the box to facilitate fast implemen-
tation and achieve the benefits more rapidly. The configuration management 
database (CMDB) provides the foundation for integration between identity 
management and other BSM solutions. 

The CMDB is a fundamental component of the ITIL framework. It serves as 
a single source of reference, facilitating integration and synchronization among 
ITIL management processes, all of which contribute and consume CMDB 
information. An important requirement is that the CMDB be capable of auto-
matically discovering core identity information. This includes the discovery of 
all users who have access to systems and applications. It also includes the 
association of users with their business profiles, such as their departments, 
business functions, and contact information. IT teams can leverage this data 
to make more informed business decisions and prioritize actions.

The Relationship between Service Operation Activities and Other Processes and 
Lifecycle Phases 
Section 4.6 of the ITIL Service Operation book discusses the operational activities 
of processes that are covered in other lifecycle phases, such as change manage-
ment, configuration management, release and deployment management, 
capacity management, availability management, knowledge management, 
financial management for IT services, and IT service continuity management. 
It also discusses how the processes work across the lifecycle phases. The key 
point is that the processes span the lifecycle phases and that service operation 
does not operate in a vacuum. 

Pay special attention to the activities described in the capacity management 
section of Chapter 4 in the Service Operation book. It identifies components 
and elements that must be monitored, such as CPU utilization, IO rates, queue 
length, file storage utilization, database, applications and the type of monitoring 
required. This section also offers guidelines for handling capacity or performance-
related incidents, managing workloads, storing data, modeling, and capacity 
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Chapter  

Name 
Name

planning. It also mentions that the capacity plan should be reviewed every 3 to 
12 months. The plan should typically cover performance and utilization details 
for all configuration items (CIs), reports on capacity difficulties with information 
about recovery and preventive actions, details of upgrades, potential risks, and 
how data compares with previous estimates.

IT operations staff should participate in IT budgeting and accounting and be 
involved in regular reviews of expenditures against budgets. The staff should 
participate in risk assessment, execution of risk management, testing, developing 
recovery plans, service desk communication during disasters, and a variety of 
other areas that impact IT service continuity.

Summary
Service operation is key to realizing value related to the other processes in the 
service strategy, service design, service transition, and continual service improve-
ment phases. Within service operation, the user perspective can be obtained 
through metrics gathered at the service desk, and through incident management 
and problem management to help with the continual service improvement 
process activities. Service operation can provide feedback to service design 
and service strategy to help with service level improvement or adjustments. 

Service operation can help the business understand opportunities for growth 
or service differentiation within the market spaces that are being addressed, 
based on the user-facing metrics. Service operation works very closely with 
service transition for all services before and after the services are operational. 

Chapter  5

Common Service  
Operation Activities

This chapter discusses operational activities to help ensure that technology 
is aligned with service and process objectives. As IT organizations become 
more mature, they will be more inclined to move their focus from managing 
their systems or servers to working closely with other technology groups 
to achieve greater business value. Figure 5 shows steps involved in maturing 
from a technology organization to one that uses technology to achieve strategic 
business objectives.
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Figure 5. Technology Management Maturity
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In addition to monitoring and control, other critical activities that must occur 
inside an IT operations organization include the following:

Operations bridge>>  — Also called the IT ops console or the network operation 
center, the operations bridge brings together the management of events, 
incidents, problem information, and the management of day-to-day IT oper-
ations tasks. In this centralized area, systems events are correlated and then 
a person or an automated process decides what to do with the events. 

Job scheduling>>  — The operations staff is responsible for batch jobs or for 
particular configurations for certain business activities. 

Backup and restore>>  — IT operations performs the actual backup or copying 
of data to protect it. During the service strategy and service design phases 
of the service lifecycle, organizations should determine what data will be 
backed up and where it will be put physically.

Print and output >> — It’s important to clearly define who is responsible for 
maintaining printers and storage devices, as well as dealing with centralized 
bulk printing requirements.

Mainframe and server management>>  — These teams are responsible for 
maintaining all hardware and software for the mainframes and servers. 

Network management>>  — Network management has the overall responsibility 
for both the local networks and all of the connections in between, whether 
you’re in a campus environment, a city environment or metropolitan area 
network, or spread around the world. 

Storage and archive>>  — One group is responsible for the subsystems and the 
information held on storage and archiving systems. Also consider integrating 
these people with your backup team. If they’re going to be responsible for 
the information and what-gets-stored-where, they’re the best people to make 
sure that the information is backed up properly.

Database administration>>  — Database administrators help scale, design, and 
create databases. This group is responsible for the underlying databases of 
major applications, such as financials and ERP. 

Directory services management>>  — Directory services management is impor-
tant because it concerns user provisioning and access management. You 
should create a directory of all of the resources that people need to provide 
to access services, as well as a directory of all the users.

The IT operations organization performs several critical activities. One such 
activity is monitoring and controlling the infrastructure. Service management 
tools are useful in recording and monitoring the CIs and operational activities — 
such as work scheduling, workload management, and workflow — to make sure 
that everything that’s expected to happen is happening, both from a performance 
standpoint and an execution standpoint. If any exceptions are found, the group 
can react accordingly. 

Using a test environment for monitoring can help you determine whether your 
proposed change will deliver the anticipated results, especially when the inci-
dent or problem is defined around a monitoring or a threshold problem. If you’re 
trying to fix a performance problem, use a test environment where you can re-
create the situation and see if it improves. For example, “black box” technology 
can collect data and be played back so that you can understand where the point 
of failure occurred and fix a problem. 

You can use reporting for service operation audits, such as to ensure that work 
packages, a subset of a project that can be assigned to a specific party for 
execution, are performed every day and within the allotted time, and that critical 
processes are performing within their ideal range. You can also audit access 
to applications, systems, and data, which is important for compliance with 
regulatory requirements.

Operational monitoring gives the continual service improvement phase the 
granular data it needs to quantitatively determine the quality of the services that 
are being delivered. Reports can show you that certain services are underper-
forming and affecting the quality of the overall service output.

Service management tools are useful in recording and monitoring 
the CIs and operational activities to make sure everything that’s 
expected to happen is happening.
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Desktop support>>  — Desktop support is responsible for making sure people 
have access to all the approved software to do their jobs. Desktop support 
builds out the images for desktops, so they have consistency across the 
enterprise, and performs maintenance associated with patching, upgrades, 
and new releases. 

Middleware management>>  — Middleware systems take the form of enterprise 
application integration and transfer data back and forth between applications 
that are extremely important to the business. 

Internet and Web management>>  — Internet and Web management activities 
include building the delivery architecture for your corporate Web site and 
Internet services, and building standards and guidelines for how your com-
pany will develop, design, and test Web sites. 

Facilities and data center management>>  — This group manages the physical 
infrastructure that provides basic services to IT.

Information security management and service operation>>  — IT operations teams 
are responsible for carrying out the information security management mea-
sures, but information security management is responsible for managing 
them. Security management is covered in service design.

Server management and support >> – Separate teams may be needed to manage 
and support operating systems, licenses, third-level support, procurement, 
system security, virtual services, capacity and performance, routine activities, 
maintenance, and decommissioning of old server equipment.

It’s the responsibility of all IT operations staff to look for areas for process 
improvements. This involves automation of manual tasks, especially those that 
have to be regularly repeated and can be time consuming and error prone. 
For example, if email performance degrades below a predetermined level, 
the solution should respond with predefined steps to identify the source of 
the problem. If it is a known or common condition, the problem should be 
resolved automatically, restoring performance to acceptable thresholds. If it 
can’t be resolved, an alert should go to operations management to provide 
them with all the analysis and attempted resolution steps. With this technology, 
operations will experience less chaos and reactive behavior and increase 
customer satisfaction.

Summary
Defining the scope of what IT operations monitors should be a function of identi-
fying what’s most critical to the business and the desired outcomes. Then you 
should determine how to effectively build controls around those outcomes, so 
that you can be alerted if something is not in the performance range that you 
want. It’s important to include people outside of IT in those measures so that 
the thresholds are relevant to the user’s actual experience. Get input from the 
stakeholders about what’s really important to them. 

You should also focus on other critical activities, such as job scheduling, backup 
and restoration, database administration, and a variety of other key areas high-
lighted in this section of the booklet.



46

Organizing for  Service Operation

Chapter  

Name 
Name

47

BMC Software

This chapter in the ITIL Service Operation book defines the concept of functions 
and then discusses different roles in the IT operations organization. These roles 
include the following critical functions, which are needed to keep IT running:

Service desk>>

Technical management>>

IT operations management>>

IT operations control––

Facilities management––

Application management>>

The various organization structures are referenced in Figure 6 on the facing 
page and are described in detail in Section 6.7 of the Service Operation book.

Chapter  6
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Organized 
by Technical 

Specialization

IT Operations 
Manager

Organized 
by Activity

IT Strategy and 
Planning Manager

Organized by 
Geography

IT Operations 
Manager

Organized by Central 
IT Operations, Technical 

and Application 
Management

IT Operations 
Manager

IT Operations Control, 
Infrastructure Operations, 

Application Operations, 
and Facilities 
Management 

Architecture and 
Standards, Capacity 

Planning, Service 
Portfolio, and New 

Technology Research 

IT Operations 
in Americas, 
EMEA, and 
Asia Pacific 

IT Operations 
Control, Infrastructure 
Management, Facilities 

Management, and 
Application Management 

Figure 6. Organizational Structures

Service Desk
The service desk is important because it is a pivot point for the IT organization, 
handling incidents and requests and performing analyses. In addition, it generally 
is the most visible part of IT to the business. Section 6.2 of the Service Operation 
book discusses several strategies for setting up your service desk. For example, 
the service desk should give the business one place to call for all issues, and 
have your service desk agents determine how to route the call. The location 
of the service desk may vary, depending on the geography, number of users, 
extent of services and other factors. It can be a local service desk located 
close to the user community; centralized, where fewer staff deal with a higher 
volume; or virtual. However, no matter where your service desk is located, 
there should be no doubt about how your users can contact you. 

It’s important to split the requests out from the incidents to ensure the service 
desk can handle all incidents appropriately without being bogged down with 
standard repeatable requests. The service catalog and Web-enabled access 
allows the users to make standard, defined, and repeatable requests without 
disrupting the incident management process.

Refer to Section 6.2 of the Service Operation book for a detailed discussion of 
service desk staffing, required skill levels, and training. The list below provides 
guidance on decisions related to staffing levels:

Customer expectations>>

Business requirements>>

Complexity of IT infrastructure>>
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Be careful in establishing service desk metrics, because you can end up encourag-
ing the wrong behaviors. Ask these questions:

How many issues and incidents can you resolve and how much time does >>
it take to resolve them? 

How often can the service desk agent resolve the issue on the first call? >>

What percentage of calls is routed to second- and third-level support? >>

What is the average cost of handling an incident? (For planning purposes, >>
this can be determined by figuring out the total cost of the service desk and 
then dividing it by the number of calls. See Section 6.2.5 in the Service 
Operation book for more detailed information about calculating metrics.)

It’s one thing to look at service desk metrics. It’s another to find out from 
a customer’s perspective how the service desk is doing and whether the service 
desk met the customer’s needs. Conducting an electronic survey is useful. 
Also, be sure to avoid mixing service desk incident management metrics with 
event management metrics when determining the effectiveness of a service 
desk. Balanced scorecards are also a good method to obtain an overall view of 
how the customers perceive the service provided, as they include both tangible 
and intangible areas for review. For example, courtesy and attention to detail 
are intangible areas that could appear on the scorecard.

Some organizations are faced with the decision regarding whether to outsource 
a portion of the service desk. This chapter in the Service Operation book provides 
guidance regarding what the outsourced service should be able to access, such 
as incident records, problem records, known error data, change schedule, service 
knowledge management system, CMS, and alerts. It also reviews recommen-
dations for improving communications with the outsourced desk personnel.

It’s common for many companies to offshore some of their functions, such 
as portions of their service desk. With the right technology, processes, and 
communication, it is possible to make the service seamless. For example, 
a technician at a support center in India can remotely fix a problem in real-time 
on a user’s computer in the United States.  

Number of customers and users who are supported>>

Types of incident and service requests>>

Type of response required>>

Training>>

Support technologies>>

Staff skill sets>>

Processes>>

Tips on Managing the Service Desk
Like a utility company that ensures reliable delivery of power to the largest 
users during peak hours, it’s important to work closely with the service desk 
team to establish when to put resources on a call and to identify the types of 
resources to use. Look at what the business is doing and the business cycles 
together with the SLAs and use that information as a starting point. Also look 
at reports to see when you are getting the most calls. This will help you focus 
your efforts in the right areas. 

The concept of engaging super users is a very powerful way to reduce the 
number of incidents at your service desk and to free up some budget. Super 
users are business users who have a firm grasp of the technology they use to 
do their job. They may be located throughout the user community, and some-
times you can find them already within an organization. Whenever people are 
having application issues or issues in areas where the super user has expertise, 
they first go to the super user. However, the super user will escalate an issue 
if he or she doesn’t know what to do. 

The concept of using super users is a very powerful way to reduce 
the number of incidents at your service desk and to free up 
some budget.
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Technical Management
The objective of technical management is to help plan, implement projects, and 
maintain stable operations. If an issue occurs, technical management needs 
to allocate the right resources to the problem to resolve it as quickly as possible. 
Refer to Section 6.3 of the Service Operation book for a detailed discussion of 
technical management activities and documentation requirements. Some of the 
general activities include identifying expertise required to manage and deliver 
services, documenting skills, initiating training programs, recruiting contractors, 
researching and developing solutions, becoming involved with the design of 
new services, and performing tests of services.

What Should Technical Management Measure?
Services don’t provide any value unless they are running, just as a utility com-
pany provides no value if it fails to deliver electricity to customers. What is the 
availability of the infrastructure and the availability of the services you provide? 
Typical metrics relate to measuring the agreed outputs, such as transaction 
rates and availability for critical business transactions. They include process 
metrics, such as response time to events and event completion rates, problem 
resolution stats, expenditure against budget, and so on. They also look at 
technology performance, such as utilization rates, and availability of systems, 
networks, and devices. And it’s important to measure mean time between 
failures of specified equipment and measure maintenance activity. Get metrics 
on the new areas in which your service desk personnel have been trained 
to ensure that they have received proper training. Also examine statistics for 
problem resolution. How many times are calls escalated from the front line 
of support and why are they escalated? Looking at the percentage of failed 
changes can show you how many times you have to retrace your steps and do 
a rework before you get it right. Finally, examine the performance of technology 
components. How well are the infrastructures performing against the design 
and the availability requirements? 

IT Operations Management
The focus of operations management is to perform and oversee day-to-day 
operational activities. The team executes all of the system administration activi-
ties. This group makes sure that devices, systems, or processes function as 
expected, turns plans into actions, and focuses on daily tactical activities. 
Operations control is responsible for overseeing activities and events, performing 
console management, job scheduling, and doing a variety of other functions. 

The facilities management role manages the physical IT environment — such as 
the data center, recovery sites, power and cooling, and so on. Section 6.4 of the 
Service Operation book provides more details about IT operations management.

Metrics to watch as part of IT operations management include the successful 
completion of scheduled jobs; that is, what percentage of your work is planned, 
and what percentage of planned jobs is getting done in the time allocated? 
Some of the other metrics include: 

Systems restored>>

Equipment installation statistics>>

Process metrics, such as response time to events, number of security- >>
related incidents, or expenditures against budget

Power usage stats>>

Number of maintenance windows that have been exceeded>>

Escalations and the reasons for them>>

Application Management 
Application management is responsible for managing the application’s lifecycle — 
to deliver applications that are thoroughly tested and that deliver the results 
expected by the business. Many different organizational elements in IT are 
involved in application management, including software development and 
operations. Application management helps the operations team figure out what 
they need to do in their daily, weekly, and monthly activities to support the 
applications. Regardless of specific areas of expertise, application management 
teams design, recommend, collaborate, and assist. One person in application 
management should be responsible for interfacing with the business at all of the 
stages. Refer to Section 6.5 of the Service Operation book for a detailed discus-
sion of application management activities and documentation requirements. 

Metrics to watch include: what percentage of your work is planned, 
and what percentage of planned jobs is getting done in the 
time allocated?
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Keep in mind that application management needs to interface with IT operations, 
but is not “owned” by IT operations.

Application management assists in decisions related to build-or-buy and provides 
information, such as application sizing, identification of operational costs, 
investigating the amount of customization required, and identifying security and 
administration requirements. See Figure 7 for an overview of the application 
management lifecycle.

 

Gather 
Requirements

Deploy the 
Operational Model 

and Application

Build the
Application

Design
Translate

Requirements
into Specifications

Optimize
Measure, Analyze, 

and Act Upon Results 
of Service Level 

Performance

Operate 
the Application

The Lifecycle of Application Management
Figure 7. The Lifecycle of Application Management

Section 6.5.8 in the Service Operation book includes a comprehensive list 
of application management metrics. For example, measure agreed outputs, 
process metrics, application performance, maintenance activity, and training 
and skills development. 

Gather metrics related to application management; you will want to identify the 
business constraints that an application or service is meant to remove, and 
then effectively remove the intended constraints. People often look at whether 
the application supports a lot of transactions or is reliable. Those are important 
metrics, but if your process isn’t delivering and if your application management 
process isn’t enabling the application to eliminate the proper constraints, then 
the application is not delivering the intended business value. 

Establishing Roles and Responsibilities in Service Operation
When you establish roles and responsibilities to support service operation, make 
sure that you know who-owns-what. Also make sure there is a single point of 
ownership for each functional or process area. For further detail about each role 
in service operation and the responsibilities of each role, refer to Section 6.6 
of the ITIL Service Operation book. This section describes activities for the 
following roles:

Service desk>>  — Manager, supervisor, analysts, and super users

Technical management>>  — Managers/team leaders, technical analysts/
architects, and technical operator

IT operations>>  — Manager, shift leaders, operations analysts, and IT operators

Application management>>  — Applications managers/team leaders, applications 
analyst/architect

Event management>>  — (Interfaces with various groups — no dedicated 
person assigned)

Incident management>>  — Incident manager; first-, second-, and third- 
line support

Request fulfillment>>  — (Initial handling of requests will be done by service 
desk and incident management staff)

Problem management>>  — Problem manager, problem-solving groups

Access management>>  — (Interacts with other various groups — no dedicated 
person assigned)
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Choosing an Organization Structure for Service Operation
IT operations usually covers a basic set of services that are fairly easy to orga-
nize once you understand your organizational requirements. Many IT groups 
are organized around technical responsibilities, and that approach is the most 
common. Section 6.7 of the ITIL Service Operation book also explains and 
discusses the advantages and disadvantages of organizing service operation 
according to activity, process, and geography, as well as by hybrid organiza-
tional structures. Most important is to choose the structure that is right for 
your environment. Table 1 compares various organizational structures.

Organizational 
Structure

Advantages Disadvantages

Technical  
Specialization

Easier to set performance 
objectives and manage 
devices, systems, and 
platforms. Simple to 
manage training.

Problems with priorities when people 
are in separate groups, such as when 
departments refuse to accept owner-
ship of an incident. Each technology 
managed by a group is separate, making 
it more difficult to track overall IT service 
performance and coordinate change 
assessments and schedules. 
Knowledge about the infrastructure 
and relationships between components 
is difficult to collect.

Activity Easier to manage groups 
of related activities, 
since people report  
to the same manager. 
Measurement of teams 
is based on output.

Duplication of work, which creates 
higher costs. Measurement is too 
focused on performance of internal 
activities, not on customer experience.

Processes Simple to define process-
es, and less role conflict 
between job descriptions 
and process roles. 
Internal and external 
metrics are aligned.

Additional processes need to be defined 
so the groups can work together. 
External dependencies need to be dealt 
with. Difficult to define and manage 
decentralized activities.

Organizational 
Structure

Advantages Disadvantages

Geography Organization can be  
customized to meet local 
conditions. IT operations 
meets different levels  
of service from region  
to region.

Reporting lines can be confusing. 
Operational standards are challenging 
to impose, resulting in inconsistent 
activities and tools. Duplication of roles 
is costly. Shared services are more  
difficult to deliver. Communication is 
more difficult.

Combined Functions 
of IT Operations, 
Technical and 
Application 
Management

Greater consistency and 
control over technical 
management activities. 
Easier to enforce perfor-
mance standards. More 
cost-effective because 
there is no duplication  
of activities.

The scope makes it difficult to manage 
in large organizations or ones with 
multiple data centers.

Combined Technical 
and Application 
Management Based 
on Systems

Simpler to produce high-
quality output because all 
department members are 
focused on the success of 
the entire system, instead 
of individual components.

Leads to duplication of skills and 
resources across several departments. 
Communication is reduced between  
the people who are managing similar 
technology. You may need more than 
one person with expertise in a particular 
system.

Table 1. Organizational Structure Comparison

Summary
The type of organizational approach you select depends on your company’s 
size, type of business, and unique requirements. There are a variety of ways 
to organize your operation — such as by geography, activity, process, and so 
on. The type of approach you choose depends on the objectives you are trying 
to achieve and your requirements.
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This chapter reviews technology requirements for supporting service operation. 
Having the right technology is critical because achieving success with IT service 
management is dependent upon automated solutions that support ITIL pro-
cesses. In order to meet your customers’ expectations, you must be able to 
automate and integrate key processes wherever possible; otherwise, you will 
be subject to human errors and have to deal with mundane, time-consuming, 
manual processes. The technology discussed in this chapter covers the generic 
and specific guidance for event management, incident management, request 
fulfillment, problem management, access management, and the service desk. 

Generic requirements from the Service Operation book include the following 
capabilities:

Self-help >>

Workflow or process engine>>

Integrated CMS>>

Discovery/deployment licensing technology>>

Remote control>>

Diagnostic utilities>>

Chapter  7
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Dashboards>>

Reporting>>

Integration with BSM>>

In addition, there are some specific technology requirements:

Event management >>

Incident management >>

Integrated IT Service Management (ITSM) technology ––

Workflow and automated escalation––

Request fulfillment >>

Problem management>>

Integrated service management technology––

Change management––

Integrated CMS––

Known error database––

Access management >>

Service desk >>

Telephony––

Support tools––

IT service continuity planning >>

There are a variety of important considerations for solutions to support service 
operation activities. It all starts with having a vision for BSM because service 
operation is where customers see the business value of IT. Just as utilities need 
to manage several layers of service — such as engineering and logistical planning, 
hardware management, and continuous delivery —  having the proper tools in 
place to support service operation is vital to helping you manage more efficiently. 

Having the right technology is critical because achieving success 
with IT service management is dependent upon automated 
solutions that support ITIL processes.
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Generic Technology Considerations
The Service Operation book describes several generic technology consider-
ations that are critical to achieving success in the service operation stage of 
the service lifecycle.

Self-Help 
ITIL mentions how organizations find it beneficial to offer self-help capabilities  
to their users. The technology should utilize a Web front end that helps the Web 
pages to offer a menu-driven range of self-help and service request selections. 

To improve IT service efficiency, IT organizations should enable end users to 
directly request new services and track the status of their requests. However, 
end users often don’t have visibility into what IT has to offer. This problem 
can be addressed by utilizing a service request management solution. The 
solution should allow you to improve self-help by defining offered services, 
publishing those services in a Web-based catalog, and automating the fulfill-
ment for the end users. By enabling end users to help themselves, the solution 
can reduce the flood of requests the service desk receives. Look for a solution 
that improves the efficiency of requesting and delivering services to end users 
through standardization and automation. 

Many standard requests, such as changes, often originate from within IT. To 
further improve IT service efficiency, a service request management solution 
should allow IT to define a unified and simple front end for change requests 
from both end users and other IT employees. 

Workflow or Process Engine
A workflow or process control engine enables the control of processes in the 
lifecycle, such as those for problem management, request fulfillment, incidents, 
changes, and so on. The engine should enable you to predefine activities, esca
lation paths, and other functions so that they can be automatically managed.

Run book automation conveys the concept of bridging the various technolo
gical and procedural silos across the IT service management spectrum into  
a fully orchestrated engine, from which both comprehensive automation and 
proper management controls are attainable. Results can only be realized 
through incremental steps over time, progressing further and further away 
from a fragmented, manual orientation toward a fully synchronized, automated 
operations capability. 

Look for a run book automation solution that bridges people, process, and 
technology across IT operations. The solution should enable IT operations 
organizations to automate routine, labor-intensive, error-prone tasks by leveraging 
systems, applications, and tools across silos in the operations environment.

Integrated CMS
ITIL recommends using an integrated CMS to allow IT infrastructure assets, 
components, services, and configuration items to be in a centralized location. 
This allows relationships between these elements to be stored and maintained. 
In addition, an integrated CMS should be linked to records of incidents, prob-
lems, known errors, and changes where applicable.

Look for a solution that offers required elements of a CMS to help you make 
decisions based on the impact to critical business services. They should provide 
immediate support for best practice IT processes, automated technology 
management, and a shared view of how IT supports business priorities. 

Look for a run book automation solution that bridges people, 
process, and technology across IT operations.
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See Figure 8 for an example of a CMS.
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Figure 8. Sample Configuration Management System (CMS)

Discovery/Deployment/Licensing Technology 
Audit tools are important for populating or verifying CMS data, as well as for 
assisting in license management and discovery. You should be able to run the 
tools from any location on the network. The technology should facilitate filtering, 
so that only required data is extracted. Use the same technology to deploy new 
software to special locations. This will allow patches, for example, to be sent 
to the correct users.

Look for a solution that lets you automate the population and maintenance  
of configuration and relationship data, allowing you to discover information  
to manage identities, assets, requests, and so on. The solution should also 
enable IT to be more efficient by providing a richer set of shared information 
in support of integrated processes. By standardizing, reconciling, and normal-
izing configuration changes across data sources, you should be able to reduce 
the chance of changes disrupting the business.

Remote Control
It’s important for service desk analysts and other support personnel to be 
able to access a user’s desktop remotely in order to troubleshoot and solve 
computer-related issues under properly controlled security conditions. 

Diagnostic Utilities 
The ability to create and use diagnostic scripts and other diagnostic functions 
will assist the service desk with earlier diagnosis of incidents. The scripts should 
be context sensitive and automated.

By understanding incident and problems occurring in the IT environment, and 
by correlating those issues with both business services and the underlying 
infrastructure supporting them, you can analyze trends and determine how  
to make better decisions to improve overall service quality.

Dashboards 
Dashboards are valuable because they allow you to see at a glance the overall 
IT service performance and availability levels. It’s useful to have customized views 
of information to meet specific levels of interest. Customers and users are 
interested in a service view of the infrastructure — a technical view is generally 
not as relevant to them.

Providing proper management visibility into key IT performance indicators can 
help you run and maintain an effective IT organization that consistently meets 
the demands and needs of the business. Unfortunately, these indicators and 
metrics are often scattered across various IT management tools and applications, 
making it difficult to gain management-level visibility into overall performance 
within an IT organization. 

So, how do IT executives and managers get visibility into how the organization 
is performing, including where it needs work and where it excels? BSM dash-
boards, for example, address this challenge by providing interactive access  
to key service support metrics to help IT management make decisions based 
on business requirements and accelerate the alignment of IT with business 
goals. Look for a solution that has a consolidated, graphical interface of best-
practice IT metrics for incident, problem, change, and service impact management. 
With this insight, IT managers can get the right data at the right time to improve 
the success of their IT support functions. 
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Reporting
ITIL states that it should be easy to retrieve data when you need it. The  
technology you select should include good reporting capabilities and  
standard interfaces for inputting data into industry-standard reporting  
packages and dashboards. 

Due to a lack of actionable reporting capabilities, organizations often face  
difficulties in making the right operational, financial, and contractual decisions 
that support service management. Traditional reporting often relies on static 
reports that provide important information overviews, but lack functionality  
to allow users to drill down into a deeper level of analysis.

Look for a solution that provides reporting capabilities that enable point-and-
click analysis and reporting across business service configurations, linking 
incident and problem data from the service desk with configuration and rela-
tionship data (from the CMDB). The solution should also link contract, software 
license, lease, and warranty information. By combining this process data into 
a consolidated view, the solution should allow you to analyze service desk 
performance, along with supporting IT configuration and assets, to determine 
how effectively you are supporting your critical business services.

Integration with BSM
ITIL reviews the importance of bringing together business-related IT with the 
processes and disciplines of service management. To facilitate BSM, the business 
solutions should be integrated with the IT service management support tools. 
The Service Operation book cites the example of how a telecom company con
nected its telephone cell-net monitoring and billing to its event management, 
incident management, and configuration management processes. As a result, 
it was able to detect unusual usage and billing patterns. This information was 
interpreted to identify which phones had been stolen and were being used to 
make illegal calls. The company could raise incidents for these patterns, auto-
mate actions to suspend the use of these phones, identify the location of the 
user, and provide information to the police.

By following a BSM approach that enables you to manage IT from the perspec-
tive of the business, you can reduce cost, lower the risk of business disruption, 
and benefit from an IT infrastructure built to support business growth and 
flexibility. It’s important to look for a vendor that provides all three dimensions 
of BSM: best practice IT processes that support ITIL, automated technology 

management, and a shared view of how IT services support business priorities. 
The vendor should have the depth, breadth, and experience to ensure your 
success. The technology you choose should work with your existing IT invest-
ments so that you don’t have to get rid of your existing technology to support 
new solutions.

Specific Requirements
ITIL describes several processes that are specific to service operation, including 
event management, incident management, request fulfillment, problem manage-
ment, access management, service desk, and IT service continuity planning. 

Event Management 
ITIL reviews a variety of features that should be included in event management 
technology. For example, it should be easy to deploy; include standard agents 
to monitor the most common environments, components, and systems; and 
have open interfaces to accept standard event outputs and alerts. The technology 
should allow an operator to acknowledge an alert and have it escalated when 
a response doesn’t occur within a defined period of time. 

Determining which IT events are creating the greatest impact on the business 
is a common challenge. Because many enterprises have acquired a large number 
of monitoring tools that often do not integrate with one another, it can be even 
more challenging to identify which events are related to the source of the problem 
and which are just “symptoms.” 

Look for an event management solution that allows you to detect IT problems 
so you can concentrate on resolving issues quickly — before there is an impact 
on critical IT services. With built-in interoperability with third-party performance 
management solutions, the solution should be able to handle events from  
a broad set of sources (including mainframes, distributed systems, networks, 
databases, and applications). It should translate them into information that 
enables IT to resolve incidents and problems faster by filtering, prioritizing, 

The technology you choose should work with your existing IT 
investments so that you don’t have to get rid of your existing 
technology to support new solutions.
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enriching, correlating, and automatically handling events according to business 
and operational priorities. With a highly scalable architecture, it should manage 
very high quantities of events and automate corrective actions, in addition 
to integrating with other technologies, such as performance management or 
your help desk.

Incident Management
According to the Service Operation book, the incident management process 
should incorporate integrated IT service management technology, as well as 
workflow control and automated escalation activities.

Integrated IT Service Management Technology
ITIL provides a comprehensive list of functions that are required for integrated 
IT service management technology. For example, the IT service management 
technology should include a CMS that allows automated relationships to be 
maintained between the incidents, service requests, known errors, and other 
CIs. The CMS can also be used to assist in determining priorities, or assisting 
with investigation and diagnosis. The technology should include a process flow 
engine that allows processes to be predefined and automatically controlled. 
Automated alternating and escalation capabilities are needed to prevent incidents 
from being overlooked. Easy-to-use reporting facilities are also important for 
allowing incident metrics to be created.

Look for a solution that enables IT to respond quickly and efficiently to condi-
tions that disrupt critical services by automating ITIL incident and problem 
management processes, so that your service desk can act as a single point  
of contact for user requests, user submitted incidents, and IT operations. It 
should provide a flexible, built-in, best-practice, and self-service knowledgebase 
to help speed the resolution of end-user issues and the identification of defects 
in the IT infrastructure. Automated workflow should be able to capture and 
track incidents and problems in an integrated fashion, from the initiation of the 
incident to problem correlation, through knowledge entry creation and change 
request and verification, and finally, to a permanent fix and resolution.

Workflow and Automated Escalation
Support tools should let you set target times, which can be used to automate 
workflow control and escalation activities. For example, if a support group has 
not resolved an incident within the time allotted, the incident would be auto-
matically routed to the next-level support group, alerting the service manager. 

Process challenges can be addressed with integrated solutions that enable IT 
organizations to drive dramatic improvement in operational efficiency and flex-
ibility while ensuring compliance, service availability, and responsiveness to 
changing business needs. Through the automation and orchestration of the 
interactions between people, process, and technology, the service automation 
solutions enable a reduction in IT costs and accelerate the delivery of new  
IT services.

Request Fulfillment  
Follow an integrated approach so that service requests are linked to incidents 
or events. Self-help capabilities allow users to submit requests via the Web, 
using a menu-driven selection process. 

Request fulfillment technology, also known as service request management 
technology, is evolving, giving employees the luxury of one-stop, online shop-
ping for all the services they need. It also gives the service providers in your 
organization a single place to advertise their services to employees. It’s like 
having a service supermarket at your employees’ fingertips. The business  
benefits are significant. Look for a solution that employs standard, repeatable, 
best-practice processes for handling requests; this reduces business risk and 
gives management greater insight into service delivery quality and costs. 
Employee productivity rises because people can find the services they need, 
when they need them, from the approved published service catalog. With 
this approach, services are delivered quickly, effectively, and at a lower cost. 
Employees can initiate and track service requests on their own, reducing the 
load on the service desk. And, finally, all service requests can be tracked for 
later auditing, as needed for regulatory compliance.

Problem Management 
Specific guidance for problem management includes automation for these key 
processes: integrated service management technology, change management, 
an integrated CMS, and a known error database.

Integrated Service Management Technology
ITIL recommends an IT service management solution that differentiates between 
incidents and problems. This will make it possible to have separate problem 
records raised to deal with the causes of incidents, and have this information 
linked to related incidents. 
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IT organizations are under pressure to supply higher levels of support to the 
business in the form of faster incident resolution and improved service levels. 
However, many find this to be a significant challenge because incident man-
agement processes are not standardized, and prioritization of incidents is often 
done without an understanding of their impact on the business. 

Look for a solution that enables IT to respond quickly and efficiently to condi-
tions that disrupt critical services, by automating ITIL incident and problem 
management processes, so that your service desk can act as a single point  
of contact for user requests, user-submitted incidents, and IT operations.  
It should include best practices and a self-service knowledgebase to help 
speed the resolution of end-user issues and the identification of defects in 
the IT infrastructure. Automated workflow should capture and track incidents 
and problems in a seamless and integrated fashion, from the initiation of the 
incident to problem correlation, through knowledge entry creation, change 
request, verification and, finally, to permanent fix and resolution. 

Change Management
Problem management should integrate with change management so that 
records for requests, events, incidents, and problems are related to the 
requests for change that have caused these problems. 

Look for a solution that provides change process management to improve 
your ability to quickly implement IT changes, enforces policies to minimize 
business risk, and automates your change management process with built-in 
ITIL best practices. The solution should deliver comprehensive policy, process 
management, and planning capabilities that help you increase the speed and 
consistency in which you implement changes, while minimizing risk and errors. 
The solution should be able to automatically track a request for change from 
request initiation to planning, implementation, and verification. 

Integrated CMS
An integrated CMS should enable problem records to be linked to the compo-
nents and services that are impacted as well as to CIs that relate to these 
records. Configuration Management is part of a larger Service Management 
Knowledge System that links to data repositories.

An effective problem management solution should provide visibility into the 
status of approvals, change execution, and change execution conflicts. The 

solution should be integrated with the CMS to ensure a unified view of con-
figuration changes across IT processes.

Known Error Database
A known error database is used to store knowledge of incidents and problems — 
and how they were overcome — to allow quicker diagnosis and resolution, if they 
recur. The solution should allow the data to be incorporated automatically 
without having to re-key it. 

Access Management
Access management uses a variety of technologies to identify and track user 
information. For example, this includes change management systems, request 
fulfillment technology, directory services technology, human resources man-
agement technology, and a variety of access management features in various 
systems and applications. 

Most companies face the challenge of providing secure, efficient, and cost- 
effective user access to services that cross divergent applications, hardware 
platforms, operating systems, and locations. Users who need access include 
internal employees (on both sides of the firewall), business partners, and  
customers. Further increasing this complexity is the need for users to access 
applications and data that reside on different platforms and domains — and 
often follow autonomous security models. 

Your access management solution should secure internal and external user 
access by establishing automated controls based on roles and business rules. 
It should offer flexible access control to manage large global or dispersed user 
populations. The solution should facilitate passing the access portion of an audit. 
It should also segment access by user role and business rules and provide 
access to strategic partners, customers, and suppliers. In addition, the solu-
tion should have an open architecture that integrates with other applications 
and systems, even those provided by multiple vendors.

An integrated CMS should enable problem records to be linked 
to the components and services that are impacted as well as to 
CIs that relate to these records.
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Service Desk 
The service desk needs a variety of tools to work efficiently, including telephony 
and support tools. 

Support Tools 
A fully integrated IT service management tool set is required for organizations 
to seriously implement IT service management. This tool set should have a CMS 
at the center and provide integrated support for all of the processes defined 
within ITIL. Support tools should include a known error database, diagnostic 
scripts, and a self-help Web interface, for example.

The solution for your service desk should help you align your service quality 
and costs with business needs by automating, integrating, and optimizing  
ITIL service support processes across IT through an open, unified architecture 
oriented around your business services. Look for a service desk solution that 
helps improve staff productivity and support consistency by automating stan-
dardized processes, policies, routine tasks, and customer self-service. With this 
technology, you should be able to demonstrate the value of service management 
and continuously improve processes with business service metrics and the 
key performance indicators that span functional areas. 

IT Service Continuity Planning
Organizations will become dependent upon their ITSM tools. Before purchasing 
a solution, you should perform a business impact analysis and risk analysis  
to make sure your organization can meet the expected service continuity and 
resilience levels.

Summary
IT operations groups should leverage technology to help them manage IT from 
a business perspective. This section of the Service Operation book describes 
what to look for in solutions that can help you run operations more effectively. 
Automation will help you to respond faster and more precisely to infrastructure 
issues. This will enable you to get control greater over your environment, while 
reducing complexity and risk. Technology can help you get better visibility into 
issues that impact services so that you can make more effective decisions 
and increase your value to the business.

This brief chapter of the ITIL Service Operation book provides general guidance 
for implementing service operation. One of the key points in Chapter 8 is to 
make sure that changes do not affect the stability of your services. This section 
identifies things that trigger changes, such as new or upgraded hardware, 
components, systems software, and applications, as well as compliance 
changes. The chapter also focuses on the value of project management and 
considerations for assessing risks.

Challenges
Key challenges in deploying technology involve making sure that changes do not 
have an adverse effect on your service and that you release this technology  
at the right time — don’t introduce a tool before the organization is prepared 
to use it. If you deploy tools too quickly, you run the risk of not understanding 
what you need or of disrupting the business with tools the organization isn’t 
prepared to use. 

Chapter  8

Implementing Service 
Operation



70

Implementing Service Operation

71

BMC Software

Chapter  

Name 
Name

Roll out processes and supporting tools at the same time. Tools without pro-
cesses won’t be used consistently. Processes without tools cannot be enforced 
or measured. Don’t try to reinvent the wheel. Good tools and best practices 
will expedite the process and make it less painful, cheaper, and faster.

Most business outages are due to unplanned changes. The technology you 
deploy should help make changes “painless.” Fortunately, you can manage 
change effectively, in a way that enables change to help, rather than hurt, 
your business. An integrated solution for change management should com-
bine ITIL best practices with a configuration management database (CMDB), 
which has both intelligent and predictive technologies to help you to thrive  
in a rapidly changing IT-driven business environment. 

Follow the guidance in the Service Transition book for all implementations to 
ensure the services adhere to the lifecycle approach, meet the strategy, and 
are designed appropriately. Remember the early life support process, to ensure 
that the change management team, development team, and the operations 
team are all involved during the early days of the live operation of the new or 
improved service. This helps to make sure that improvements, enhancements, 
and eradication of errors can be handled quickly and effectively, with minimum 
disruption to the customers, and provides feedback for all future changes.

Summary
Implementing service operation involves effectively managing change. When 
you implement service management technologies, consider details, such as 
the licenses required, deployment issues, and capacity checks that must occur 
in advance of the full deployment. Also consider the timing of the technology 
deployment, and whether to immediately introduce the technology or use  
a phased approach. 

Chapter  9

Challenges, Critical  
Success Factors, and Risks

Chapter 9 of the Service Operation book provides an overview of the challenges, 
success factors, and risks for service operation. It addresses a variety of key 
issues, such as how to justify funding, and how to stay aligned with design 
activities, because design and operational activities are often in conflict. For 
example, service design may focus on one individual service at a time, while 
service operation focuses on delivering and supporting all of the services 
simultaneously. Ideally, service operation should make every effort to be 
actively involved in the design process to avoid problems later on.

Another challenge is that service design is very focused on completing a project 
on time, on budget, and to specification. However, you often can’t forecast 
everything about what the service will cover and what it will cost until it has 
been deployed for a while. Meanwhile, the operations team is held responsible 
if the service does not run as expected. Service operation needs to get involved 
in service transition, to help analyze and resolve issues before they become 
problems in the operational environment.
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An additional challenge involves using virtual teams. While this approach gets 
the people with the right skills involved in projects, accountability is an issue 
and projects can fall through the cracks. Getting senior management support 
for IT service management and processes is particularly important for success.

ITIL identifies the following as risks to address: inadequate funding and resources, 
loss of momentum (which can happen easily when projects are drawn out), 
loss of key personnel, resistance to change, lack of management support,  
a faulty design, and differing customer expectations. The chapter explains 
how to address some of these risks. For example, there are a variety of ways 
to justify getting the funding you need:

Reduced software license costs as a result of managing licenses  >>
more effectively

Reduced support costs because of fewer incidents and faster resolution  >>
of problems

Improved utilization of equipment due to better capacity management>>

Better use of resources due to less duplication of effort>>

In addition, organizations can achieve significant savings by automating repeat-
able processes and having their employees work on more strategic activities.

One of the biggest challenges to improving operations and running operations 
correctly is getting the entire organization and the development and project staff 
to work together, because each department typically has competing priorities. 
For example, the project staff may be very driven by deadlines, which could 
impact testing, documentation, and quality assurance. Then operations has to 
run applications that may not be fully documented and could break. When this 
occurs, the blame often goes to operations, regardless of why this happened. 
Instead of this scenario, you want these teams to work together as a cohesive 
unit. Another risk to any kind of organizational change is getting everybody to 

Getting senior management support for IT service management 
and processes is particularly important for success.

connect to it emotionally, to see the change as a factor of their personal success 
as well as the organization’s. There must be an alignment of personal needs, 
business unit needs, and company needs. Appeal to everyone’s individual values 
and engage them in organizational improvement. To find success, measure it; 
then use that as a basis for continuous improvement. Be sure to get senior 
management commitment; this cannot be optional in IT. 

Getting the desired change in behavior requires that people involved at all  
levels of an initiative — from executives to end users — understand what 
they’re supposed to do, how and when they’re supposed to do it, and why  
it benefits them and their organization. To reach your desired objectives, you 
should also consider the education needed to drive the intended changes  
in behavior. Look for a vendor to provide training that gives you a structured 
approach to developing the buy-in, understanding, and skills needed to suc-
cessfully attain value from ITIL processes, and ultimately fulfill the objectives 
of your initiatives. 

You may also need to bring in consulting services to make service operation 
activities successful. This may require educational and support services to 
ensure that each solution is implemented and used effectively. When you  
are implementing BSM based on ITIL practices, for example, it’s important  
to look for a solutions provider with field-proven methodology, tools, and best 
practices to implement the solutions quickly and effectively. This approach 
can lead you on a proven path to lowering the cost, time, and risk associated 
with achieving measurable results.

Summary 
There are a variety of challenges to making service operation successful, but 
they can be overcome. It’s important to engage the development and project 
staff. Take the time to understand and justify your funding requirements based 
on metrics discussed in this section of the Service Operation book. Be sure 
to get management support and find champions who can help convey the value 
of your IT initiatives. Make the time to get people trained on how to use the 
applications you are rolling out. By showing them the value of these new 
resources, you can increase the likelihood of a successful project deployment. 
Make sure you have the right solutions addressing the right job, and be very 
clear about what your users can expect to achieve from these solutions.
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Conclusion

It is through service operation that the value of the entire IT organization is 
delivered and judged. The Service Operation book offers guidance on keeping 
your customers satisfied despite the day-to-day challenges in service delivery, 
just as a utility company can measure its success by an uninterrupted flow  
of power to its users in all kinds of weather. By following ITIL practices, and 
deploying the technology to support them, you can deliver services at the 
level your customers have come to expect, in a reliable, consistent manner. 

While this booklet provides a broad overview, it’s important to also reference 
the actual Service Operation book to get more detailed examples of how to 
make service operation successful for your organization. It’s also essential  
to deploy the appropriate technology at the right time.

As discussed in Chapter 7 of this booklet, look for solutions that can help your 
organization meet ITIL objectives for service operation and enable you to manage 
IT from a business perspective. These solutions should cover application manage-
ment, asset management, configuration management, capacity management, 
identity management, infrastructure management, and IT service support. 
Also look for a vendor that offers educational and consulting services to help you 
achieve your ITIL objectives sooner.
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